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Problem Description

● “High Frequency” metering data.
○ About every 5 minute
○ Electric data from home

● “Low Frequency” metering data.
○ Weekly/Monthly
○ Meter reading for billing

How can we anonymize high frequency data?

Picture: E. L. Quinn, “Privacy and the New Energy Infrastructure”, 
Social
Science Research Network (SSRN), February 2009



Method(1)

HFID = High Frequency ID

LFID = Low Frequency ID

● HFID should never be known to the power company or the smart meter installer
● HFID hardcoded by the manufacturer

○ 3rd party escrow
○ Manufacturer is not expected to manage any data
○ Manufacturer requires a strong data privacy policy to ensure the secret of the 

relation between LFID and HFID
● Secure protocol setup mechanism
● The protocol is not perfect w.r.t privacy protection but described as a step in the right 

direction



Method(2)

● Client Data Profile(CDP)
○ Initial process done to identify the client
○ Client <-> Power Company
○ LFID included

● Anonymous Data Profile(ADP)
○ Initiated after the CDP process.
○ Power Company <-> Escrow
○ Escrow <-> Client
○ HFID included
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Problem Description

● Matching high-frequent data with low-frequent data => Customer Identity

● Sum(High Frequent Data for Time Period) = Low Frequent data 



Method 

● What if the granularity is rounded to 
every 10 kWh instead of 1 kWh
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Two types of attack

Linking by behaviour anomaly

Unique event creates a peak or valley in the 
consumption trace

Linking by Behavior Pattern

Tracks the origin of a consumption trace

● Multiple pseudonyms
● Multiple databases



Possible ways to protect against the attacks

● Create new pseudonyms more often to confuse the attacker and harder to track
○ Overhead for storage
○ Maybe the attacker can follow the trace anyway?

● Lower Resolution of Smart metering
○ Proved in the paper that the linking accuracy drops significantly



Not discussed in the papers

● Proper protection during storage of the data

● Cryptographic methods

● Politics: Under what circumstances should the identity be revealed?
○ Court order, police suspect something illegal
○ Employer spy on workers who called in sick
○ Power theft



Questions?


