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Abstract— The security and privacy of future smartgrid and  This paper is organised as follows: Section Il bricfly
smart metering networks is important to thelr rollout and discusses the background to metering privacy issues, while
eventual acceptance by the public: research in this area I8 Seciion [l presents the problem that this paper addresses.
ongolng and smart meter wsers will need to be reassured that gy PO TP AT EPE EEEEE
thelr data is secure. This paper describes 4 method for sccurely s proposed 1o acress some o ivacy co
anonymizing frequent (for example, every few minutes) electrical ”‘"l" "“"I“““" ‘”“‘] om r“:"" hrguried with
metering data sent I» a smart meter. Although such frequent 2 thorough security amlysis of the propased solution in
ctering 4 Fequired by a ity or dlectrical energy Section V. Conclusions are drawn in Section VL
Gtrboion nctmorkfr apraiosh et s dots oy o
tributable to a specific smart meter or
consumer. It does, however, need to be securely atributable 04 A smart meter is an advanced meter (usually an electrical
specificlocation (e @ group of bouses or apartments) within the  meter, but could also integrate or work together with gas,
electricity distribution network. The method deseribed in this yytcr’ang heat meers) that measures encrgy consumption in
paper provides a 3rd party chanism for authenticated mnch mare detail than a conventional meter. Future smart
anonymous meter readings which e atlcuk o sl with 3
parialar smart mr or” customs meters vill communicate information back 1o the local utilty
preclude the provision of e metering data that is for monitoring and billing purposes. A smant meter may also
Fequired for other purposes such as billng, sccount management potentially communicate with a number of appliances and
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or marketing rescarch purposcs. devices within future ‘smart-homes'.

rt meters are expected 1o provide accurate readings

automatically at requested time intervals to the utility

L. INTRODUCTION umqmu)‘ cl«lmn) distribution network or to the wider

Historicaly, the clectrical grid of cach country hus been Grid'. The expected requeney of such readingsis yet
“broadcast grid, where a few centml pover generators (i, 10 b€ deine i ha ke spectd ht s o b 2

power stations) produceclectricity to cover demand in a 45 €very few (1-5) minutes, which raises important privacy
country or region, and distribute this clectricity to the end issues regarding the availability and processing of such data
s vi  large eork of aesand rnsornes, Wi [4). Such detailed energy usage information could lay bare
this model has served wel for th Lastcentury or so,thee s 1 daly encrgy wage patierns ofa houschold and even g0 50
Srowing necd 1o reform the warlds elecrical gnds,both from far 3 to cnable deduction of what kind of device or appliance
an aging infrastructure point of view and to address new Was inuse at any given ime X
environmental and socictal challenges.  In response to this An example of this is given in Fig. 1, reproduced rom (4],
need, national governments and relevant stakeholders are  Which discusses these privacy concems atlength with regards
making significant cfforts in the development of fuure 10 cxpected andor projected availabilty of high-frequency
electrical grids or "Smart Grids"; see examples in [1] and [2). Metering data. Another good argument for privacy is given in
Development of this new grid will require significant cfforts 3 Fecent paper on “Digital Inclusion’ and its ramifications [S]

ineimology dlopnent. s, oy o ey 731k o xd St i b
e becase of s ihretcomplenty. Srart Nleng W SITEy messremens to exact detaled informtion
[3isa Fihe fure ids appliance usage. pically

o and privacy are comidered to be of prime termed NALM (Nomintrusive Appliance Load Monitoring).
importance to smart grids, given how casily large networks, 35 Origimlly discussed in [6], There is an active line of
Such as the niernet, can be hacked. This paper focuses onthe 1E5€arch in the construction and upkeep of appliance libraries
vy apect of s mering dus, dixvsing 15 ‘and detection algorithms; sce, for example, 7],

e and vulnerabilities and proposes a solution for I this ads the privacy problem by
anony m|1m5 hiy b-l:uq\xmy metering data through the s of ~anenymizing smart metering data so that information gleaned
o 15 1D without compronising the operations of oM it camot casly be assosiated with an idertified person
b8 ety mer disrion setwor
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Problem Description

Hob heaters

e “High Frequency” metering data. | OVen Prohestng e Oygn cycing
o Aboutevery 5 minute oot =007
o EleCtriC data from home . Energy consumption = 11.8kWh

e “Low Frequency” metering data.
o Weekly/Monthly
o Meter reading for billing

Toaster

Power, kW
IS

Washin
Kettle shing
. machine

A ! M

10 1 12 13 14 15 17 18 19 20 ral 2 3

Time of day (24h)
Picture: E. L. Quinn, “Privacy and the New Energy Infrastructure”,
Social
Science Research Network (SSRN), February 2009

How can we anonymize high frequency data?




Method(1)

HFID = High Frequency ID
LFID = Low Frequency ID

e HFID should never be known to the power company or the smart meter installer
e HFID hardcoded by the manufacturer
o 3rd party escrow
o Manufacturer is not expected to manage any data
o Manufacturer requires a strong data privacy policy to ensure the secret of the
relation between LFID and HFID
e Secure protocol setup mechanism
e The protocol is not perfect w.r.t privacy protection but described as a step in the right
direction



Method(2)

e C(lient Data Profile(CDP)

(@)

O

©)

Initial process done to identify the client
Client <-> Power Company
LFID included

e Anonymous Data Profile(ADP)

(@)

@)
@)
@)

Initiated after the CDP process.
Power Company <-> Escrow
Escrow <-> Client

HFID included
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Abstract— The security and privacy of future smartgrid and  This paper is organised as follows: Section Il bricfly
smart metering networks is important to their rollout and  discusses the background to metering privacy issues, while
eventual acceptance by the public: research in this area I8 Seciion [l presents the problem that this paper addresses.
Section IV discusses the escrow-based anonymization process
thelr data is secure. This paper describes 4 method for sccurely s proposed 1o address some o vary co
anonymizing frequent (for example, every few minutes) electrical ”‘"l" "“:“’“" ‘”“‘] m r“::"" hrguried with
metering data sent by a smart meter. Although such frequent & NOOUgh security amlysis of the popased solution in
ctering 4 b required by o atilty or dectrical energy  Section V. Conclusions are drawn in Section VI
distribution network for operational reasons, this data may not
tributable to a specific smart meter or
coummer. i do Bowevr eef o besecusly SwBuabl o3 | A man cer i an dvanced meter usally an clecical
specificlocation (e @ group of bouses or apartments) within the  meter, but could also integrate or work together with gas,
ey ditrbuion metworkThe method desriid I 1hs 140 ot i) ot meseoes encrgy consumption in
paper provides a 3rd party escrow mechanism for authenticated .\ ) pore detail than @ conventional meter. Future smart
anonymous meter readings which e atlcuk o sl with 3 o
parialar smart mr or” customs meters vill communicate information back 1o the local utilty
preclude the provision of e metering data that is for monitoring and billing purposes. A smant meter may also
Fequired for other purposes such as billng, sccount management potentially communicate with a number of appliances and
or marketing research purposes. levices within future *smart-homes'
rt meters are expected to provide accurate readings
automatically at requested time intervals to the utlity
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L. INTRODUCTION company, electricity distibution network or to the wider
Historically, the lectrical rid of cach counry has becn o *Smart Grid". The expecied frequeney of such readings s yet
10 be defined; it has been speculated that this could be

*boadeast’ grid, where a few ceniral power generators (i..
power sations) produceclectricity to cover demand in a
country or region, and distribute this clectricity to the end
e via o g stwork of cabesand ransormers. Whi
this model has served well for the last century or so, there is a
groing need 1 reore the workd's lesirical paids, beth ren
an aging infrastructure point of view and 1o address new
environmental and socictal challenges. In response to this
need, national governments and relevant stakeholders are
making significant_efforts in the development of future
electrical grids or "Smart Grids': see examples in (1] and [2]
Development of this new grid will require significant efforts
in techmology devlopment, sandrds, pliy and ,@.“.(,,\ ‘There is a ich literature in load signature algorithms which
activies because of s inhrent compleiy. use encrgy measurements to extract detailed information
[3)isakey fthe future ;nm appliance usage. typically
Security and privacy are comsidered 1o be of prime termed NALM (Nomintrusive Appliance Load Monitoring)
importance to smart grids, given how casily large networks, 35 Origimlly discussed in [6]. There is an active line of
Such as the niernet, can be hacked. This paper focuses onthe 1E5€arch in the construction and upkeep of appliance libraries
prvey e "of “amun mtringdo, dcvsig. i and detection algorithms;sce, for example, 7]
c and vulnerabilities and proposes a solution for 0 this ad the privacy problem by
anony m|1m5 high-frequency metering data through the use of AnCRYmizing smart metering data so that information gleancd
cudanymous 1D without compromising the operations of {0 it cannot casily be assoiated with an identfied person.
o ity andor disrbution newor

as every few (1-5) minutes, which raises important privacy

sues regarding the availabil processing of such data
[4]. Such detailed encrgy usage information could lay bare
the daily energy usage patierns of a houschold and even go s
far as to enable deduction of what kind of device or appliance
was inuse at any given time

An example of this is given in Fig. 1, reproduced from [4],
which discusses these privacy cancems at length with regards
to expected and/or projected availability of high-frequency
metering data. Another good argument for privacy is given in
a recent paper on *Digital Inclusion’ and its ramifications [S].

978-1-42:44-6511-8/10/526.00 ©2010 [EEE 238

Costas Efthymiou and
Georgios Kalogridis - Smart
Grid Privacy via
Anonymization of Smart
Metering Data

Analysis of the Impact of Data Granularity on Privacy
for the Smart Grid

Valentin Tudor Magnus Almgren Marina Papatriantafilou
Deparmant o Corrvn\ev Department o Colmxner Department of Cclmmsl
Senco and Engincoring Science and Enginering, Scionce and Enginooring,
Craimers Unrvarswyc oo Unorsiy 0 ramars Unniarsty o
Technol
Go«ew;, Sencen Gateborg, Sweden Gateborg, Sweden
ABSTRACT . INTRODUCTION
Tl upgrade of the electriity network to the “uart grid” I any new domain where significantly more da

arts
Deing producel the vy of the o who ‘mx]lm~
these data may be st sk, This & alo the case i the new
smart grid which is the name wed for the moder

w auton
of data 1

Concem st oo o enaty st
we focus on the energy consumption traces  electrieal grid and the new sma nmber

id. One of the main diflrences between the tradiiona

that smart mefers geverate and especially on the risk of
g able to ety indvidal custoners ghen 8 rge
This on raised in
e teratne adan ummumu e g We
present an overview of the current research regarding privacy
e Advanced Meterig Tnf
malization of the problean of de-anony mization by matching

Tesecomputing and mmiicaton devicsare deployed
in all of the thr

structure. We make a for-

of the dectrical network:

Toart meteri dhiasts  Lhe generationsection, the ransesaiorssecion
adto this problem, Fi.  tribution section.  Specifically el
e the characteristics of these datasets in th
s more resilient 10 the de-anonymization  itor the ekectrical energy consumed by the end customers

are replaced by ¢

so-called smast meters. The smart

O metoogy can b vy clctrcly companios e togeler with other devices sl monior, sathe
rstand the properties of their smort metering  and send their d the energy distributor's central lo-

datasets and the conditions under which such datasets can ation form the m.mm: Metering Infrastructure (AMI).
The AMI offers tworway communication between the con”

be released to third partics,
tral controlsystem and the smart meters, reulting in bet-
ter remote functionality of the smart meters, such as remote

seneration.
AN, togother with an exermpificatin of the diflrent types
-optics) and pro-

Bee

privacy; Advanced Metering Infrastricture
characteristics; Smart weter privacy; Smart &

of comumuni

ation media (radio, win

tool e (e, Power Line Comaniction
and Subject Descriptors GPRS) in s
As & consaquence of the upg sgnit-
icantly more data i collcted and analyaed, for exainple in
1 AT W o et st 1 e el
cal energy consumed by customens are recorded, at  higher
10 is stmated hat the sie of the
the size of the Internet’
ity of data produced will be considerable.

de 1o the smart

1 nputers and society]: Public Policy ksies
Smast Metering Privacy

frequency than before

smart grid will be larger th
the qu

data ce xpactad 10 py & by ol i he devebpne of
the smart grid and will improve the balance between energy

Pormisinn 1 make g ce b copie ofall o ut of s ek o pasc e

o c commrta avisge ad tht copics b s scs e ek prosluction and energy consumption by m
et ockabotion i bnproriogslctrieal i
effic

Thttp://neve. cnet .con /8301~ 11128_3-10241102-54.
heal

Smart Metering De-Pseudonymization

Marek Jawuvek Martin Johns Konrad Rieck
SAP Research Tecnische Univorstat ain
Vincond Pricsenta St Vincenz-Priessniz Str.1 Frankinstrasse 28!
Karisruhe, Germany visruhe, Gormany Berin, Gelmzny
ek, in. konrad.rieck@tu-
berlin.de

ABSTRACT

od by Smant Meter
ve data. For this resson, current
and ‘oo sach da

»
doymisation.
il canmuapion ta

Uon or et roposadony mition

1 INTR()DU(_‘I’I()N

The depl
and procting of decteihy conmmmption
g, A Smart Meter is an cloctrc

utof )

traces, in contr:
Values, alow the u.w o of time-o-ise

e g

. homever, comen
= phe i he bahold i of e
it b selected in bt Sonsvemprion rae

comecqunce, St Meteriog b repeatedly been called 2

3 masion into bouscolds
5.6,

Based on the id .

bere is oo
s thak omampion Ao of Sia Mercing o 10
< the pro-

be adeaately protected. Such protection ent

iscon o orege byt ol oo e of
Prewdo

the data by the supplir and 3rd party contra

Permisin o ke digits or e copies o allor art o this week for

B o e 0 s

ACSAC T e $-9. 201, O, P USA

Copyrght 2011 ACM 97814503 072.011/12 100

st pr
T pocadoayrmized
ating dentity information from the comsump-

= alone
if com.

i, Brery iy

iyl of cnmtion rces s cornbered an et
e ks, as it allows for unlinking the
Henity o the howchld and s ccnsumption trace. The
Mentity ean be stored independenly from oo
races, only linked by
2 scemario, the privacy-invading methods developed in pr
s ek can el be opled by the owner of boch, te
o tabase and the consimption traces.

oy, In sueh

Ly the preuds

Siacker Tocs 1w robleme, I e b ol acoss to
ey taces P, dedston fom eulonyons

comumpion s cvorfron
L fava. Socond

This makes con-
mpion trces el s contained formation et
for dabuwe and apparently the corsumers'
roteted
i this pap
acy of

develop two attack vectors taeting

atacker to

ply ither mettond to comumplion dt abases.
The pape as follow

act. definition of attack vectors on the unlink-

.\.‘m\ o mendomnou Smart Mictering conmanption

A machine earning framevork for the analysis of con
sumption traces and sulsequent execution of alor
mentioned attack vectors

omaly detection in

fndings about the &
s and the tra

s acros preudonyns.

1 of consumptio

thon of diflent miigation tecnbes wkh
effectiv those attacks.

The rest of this paper is structured a follows: In Seo
1

tion 2 we provide an orerview of the temn nology used in his
Section 3 describes the two attack veetces that we

tified for de-psendonymization. In Section 4, we

sent

Tudor et al. - Analysis of the
impact of data granularity on
privacy for the smart grid

Jawurek et al.

metering de-

Smart

pseudonymization




Problem Description

e Matching high-frequent data with low-frequent data => Customer Identity

e Sum(High Frequent Data for Time Period) = Low Frequent data



Method

e What if the granularity is rounded to
every 10 kWh instead of 1 kWh

=
o

e
=

Fraction of found smart meters
<3
)

o
h>

Figure 5: Fraction of unique smart meters - seven months
of data - dataset case



Newly found Total found Newly found Total found
smart meters | smart meters % smart meters | smart meters %
Time | Simu- | Eval- | Simu- Eval- Time | Simu- | Eval- | Simu- Eval-
period | lation | uation | lation | uation period | lation | uation | lation | uation
mi 18461 11698 95.4% 60.5% mi 12182 1670 63.0% R.6%
Mo 871 5655 99.9% 89.7% Mo 6029 1027 94.1% 13.9%
msy 2 1669 100 % 98.3% msy 1093 671 99.8% 17.4%
a4 0 155 100 % 99.1% my 30 543 100 % 20.2%
ms 0 11 100 % 99.2% ms 0 487 100 % 22.7%
meg 0 11 100 % 99.3% Mg 0 579 100 % 25.7%
msy 0 10 100 % 99.3% my 0 651 100 % 29.1%
| Total | 19334 | 19209 | 100 % | 99.3% | Total | 19334 | 5628 | 100 % | 29.1%
Table 3: Expected number of identified smart meters for a Table 4: Expected number of identified smart meters for a

reporting granularity of 1 kWh reporting granularity of 10 kWh
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or marketing research purposes.
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as every few (1-5) minutes, which raises important privacy
issues reganding the availabil processing of such data
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Two types of attack

Linkin haviour anomal Linkin Behavior P rn
Unique event creates a peak or valley in the Tracks the origin of a consumption trace
consumption trace

e Multiple pseudonyms
e Multiple databases



Possible ways to protect against the attacks

e C(Create new pseudonyms more often to confuse the attacker and harder to track
o Overhead for storage
o Maybe the attacker can follow the trace anyway?

e Lower Resolution of Smart metering
o Proved in the paper that the linking accuracy drops significantly



Not discussed in the papers

e Proper protection during storage of the data
e Cryptographic methods

e Politics: Under what circumstances should the identity be revealed?
o Court order, police suspect something illegal
o Employer spy on workers who called in sick
o Power theft



Questions?



